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A
s part of its effort to make 
auditing standards easier to 
read, understand and apply,1  
the American Institute of 
Certified Public Accountants 
(AICPA) Auditing Standards 

Board (ASB) recently issued Statement 
on Standards for Attestation Engage-
ments (SSAE) 18, Attestation Standards: 
Clarification and Recodification,2 which 
supersedes several statements, 
including SSAE 16, Reporting on 
Controls at a Service Organization.3  

Issued in April 2010, SSAE 16 
became the authoritative guidance 
on reporting on service organizations, 
replacing Statements on Auditing 

Standards (SAS) 70. SSAE 16 was 
issued by the AICPA to better 

align U.S. standards 
with International 

Standard on 

SSAE 18, effective for attestation reports dated on or 

after May 1, 2017, takes the objectives of SSAE 16 a step 

further by providing improved guidance in several areas: 

subservice organization management, evidence validation, 

risk assessment and written assertion requirement.

Assurance Engagements (ISAE) 
3402, Assurance Reports on Controls at 
a Service Organization.4  In SSAE 16, 
the ASB defines a service organization 
as “an organization or segment of an 
organization that provides services 
to user entities, which are likely to be 
relevant to those user entities’ internal 
control over financial reporting.” From 
a government financial management 
perspective, a service organization 
is an organization that hosts key 
functions applicable to the financial 
reporting of an entity, such as payroll 
processing, application hosting, 
accounting or financial reporting. 
Service organizations typically obtain 
a service organization controls (SOC) 
report to provide assurance to their 
customers (the “user entities”) that 
controls relating to these services 
are suitably designed and operating 
effectively.5 
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SSAE 18, effective for attestation 
reports dated on or after May 1, 2017, 
takes the objectives of SSAE 16 a 
step further by providing improved 
guidance in several areas: subser-
vice organization management, 
evidence validation, risk assessment 
and written assertion requirement. 
The greatest impact of the SSAE 18 
changes will be felt at the service 
organization, subservice organiza-
tion and service auditor levels. The 
user entities and user auditors will 
not likely notice a substantial differ-
ence in the information provided in 
the report or the amount of testing 
required because of these changes.

Key Change #1: Subservice 
Organization Management

The biggest change introduced 
by the issuance of SSAE 18 is the 
increased emphasis on subservice 
organization management and the 
introduction of complementary 
subservice organization controls 
(CSOCs). A subservice organization 
is defined as a “service organization 
used by another service organization to 
perform some of the services provided 
to user entities that are likely to be 
relevant to those user entities’ internal 
control over financial reporting.” 
SSAE 16 mentioned subservice 

• monitoring external communica-
tions, such as customer complaints 
relevant to the services provided 
by the subservice organization. 

The updated guidance in SSAE 
18 requires service organizations to 
develop, document and implement 
a plan for monitoring subservice 
organizations, if not part of their 
existing process. Service auditors 
will likely verify that these monitoring 
procedures are in place and effective 
at the service organizations.  

To address the new monitoring 
requirement, many service orga-
nizations will expect subservice 
organizations to have undergone or 
to undergo a SOC audit. Obtaining a 
SOC audit report from the subservice 
organization reduces the amount of 
time, effort, and money the service 
organization needs to spend meeting 
this new requirement. Instead of 
testing these controls themselves, 
service organizations will review 
a SOC report to verify subservice 
organization controls are operating 
effectively.

Service organizations are already 
familiar with complementary user 
entity controls (CUECs), which are 
controls that the service organization 
assumes will be implemented by the 
user entities that are necessary to 

organizations, but didn’t provide much 
guidance related to the relationship 
between the two organizations 
and how this relationship and the 
division of controls affects the control 
objectives. Under SSAE 18, there is 
greater emphasis placed on service 
organizations’ processes for monitoring 
the effectiveness of their subservice 
organizations. While SSAE 16 implied 
service organizations should monitor 
their subservice organizations, SSAE 
18 provides specific guidance on what 
a successful subservice organization 
monitoring program should include. 
The statement provides examples 
of several monitoring activities the 
service organization could implement, 
such as:

• reviewing and reconciling output 
reports; 

• holding periodic discussions with 
the subservice organization;

• making regular site visits to the 
subservice organization; 

• testing controls at the subservice 
organization by members of the 
service organization’s internal 
audit function; 

• reviewing SOC type 1 or type 
2 reports on the subservice 
organization’s system; and 

While SSAE 16 implied 
service organizations should 

monitor their subservice 
organizations, SSAE 18 

provides specific guidance on 
what a successful subservice 

organization monitoring 
program should include.
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achieve stated control objectives. 
Now, SSAE 18 introduces the concept 
of CSOCs. CSOCs are controls that 
management of the service organiza-
tion assumes, in the design of the 
service organization’s system, will 
be implemented by the subservice 
organizations and are necessary to 
achieve the control objectives stated 
in management’s description of the 
service organization’s system.

Overall, SSAE 18 provides additional 
information regarding requirements 
related to subservice organization 
monitoring, hopefully providing 
uniformity across entities and auditors.

WHAT THIS MEANS FOR  
Service Organizations

Service organizations will need to 
develop, document and implement 
proper subservice organization 
monitoring procedures, the results 
of which should be documented and 
made available to the auditor during 
the SOC audit. In addition, service 
organization management will 
need to consider which subservice 
organization controls are necessary to 
achieve control objectives and docu-
ment these controls in management’s 
description of the service organiza-
tion’s system. These controls will also 
need to be clearly communicated to 
the subservice organization.  

If the service organization doesn’t 
have subservice organization moni-
toring procedures in place, or if 
management decides to enhance its 
existing procedures to meet the new 
requirement, it may incur costs to 
develop, enhance, and/or implement 
the new procedures. Using the subser-
vice organizations’ SOC report as a 
monitoring tool could reduce these 
costs, since the service organization 
would be relying on a report paid 
for and supplied by the subservice 
organization instead of conducting 
the testing themselves. 

However, if the service organiza-
tion decides to use a SOC report to 
monitor their subservice organiza-
tions, the service organization will 
need to pay close attention to the 
CUECs included in the SOC report 
and ensure those controls are in place 
at their organization.

WHAT THIS MEANS FOR  
Subservice Organizations

Subservice organizations should 
expect additional monitoring by their 
customers. To minimize the cost of 
monitoring their subservice organiza-
tions, many service organizations may 
soon require their vendors undergo 
their own SOC audit. This means 
the subservice organization, which 
previously may not have obtained a 
SOC audit, may now need to obtain 
one at its own expense or risk being 
at a competitive disadvantage. 

WHAT THIS MEANS FOR  
Service Auditors 

Service auditors will now be 
required to obtain an understanding 
of the service organization’s processes 
for monitoring subservice organiza-
tions and ensure proper procedures 
are being implemented. Auditors will 
also need to include a statement in the 
audit opinion about whether CSOCs 
are necessary to achieve the related 
control objectives. 

Key Change #2: Evidence 
Validation

SSAE 18 now requires auditors to 
evaluate the reliability of information 
produced by the service organization. 
This requirement includes obtaining 
evidence about the accuracy and 
completeness of the information 
produced, and evaluating whether 
the information is “sufficiently 
precise and detailed” for the auditor’s 
purposes. To achieve this objective, 
auditors may need to obtain more 
information about how the reports 
were produced and the system that 
produces them.  

This change may not be as signifi-
cant as the other changes, since most 
auditors already perform this type of 
evaluation, even though the standard 
did not explicitly require them to do 
so. Therefore, the effect of this change 
at the service organization, subser-
vice organization, and auditor level 
will likely be minimal.

WHAT THIS MEANS FOR  
Service Organizations  

Service organizations may be 
required by their auditors to provide 
additional information on their 
reports and monitoring of subservice 
organizations. Service organizations 
may also be subject to additional 
testing of evidence provided as audi-
tors strive to determine whether the 
evidence is sufficiently reliable for 
their purposes. Although this effort 
may not have a large impact on the 
service organization, since many 
auditors already make such determi-
nations as a matter of due diligence, it 
may result in a few additional requests 
or questions from the auditor.

WHAT THIS MEANS FOR  
Subservice Organizations  

If the subservice organization 
undergoes a SOC audit, there may 
be some additional requests from the 
subservice auditors to validate the 
reliability of evidence. If the subser-
vice organization does not undergo a 
SOC audit, it may encounter additional 
requests from its customers to satisfy 
the service auditor’s requests.

WHAT THIS MEANS FOR  
Service Auditors

If service auditors were not already 
doing so, they will need to ask 
additional questions of, and obtain 
additional documentation from, the 
service organization regarding the 
source and reliability of evidence 
provided. Based on the information 
obtained, the service auditors will need 
to determine whether the evidence is 
sufficiently reliable for their purposes.

Key Change #3: Risk 
Assessment 

SSAE 18 provides additional guid-
ance and requirements for performing 
risk assessments during SOC audits. 
SSAE 16 only required service audi-
tors to obtain an understanding of 
the service organization’s system, 
including controls included in the 
scope of the engagement. SSAE 16 
did not specifically address the risk of 
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material misstatement or provide risk 
assessment procedures or guidelines.  

SSAE 18 builds on the requirements 
of SSAE 16 in requiring the auditor to 
conduct a more detailed risk assess-
ment. Specifically, the auditor now 
needs to gain further understanding 
of the entity, enough to identify and 
assess the risk of material misstate-
ment and to provide the basis for 
designing and performing procedures 
to address that risk.  

Note, although SSAE 18 provides 
additional guidance for the auditor’s 
risk assessment, service organizations 
are still required to identify and assess 
risks that threaten the achievement of 
their control objectives as required 
by both SSAEs 16 and 18. However, 
SSAE 18 now explicitly requires the 
auditor to obtain an understanding of 
management’s process for identifying 
and evaluating these risks, and to 
assess the completeness and accu-
racy of management’s identification 
of these risks. 

WHAT THIS MEANS FOR  
Service Organizations

The auditors’ requests to the service 
organization may increase to complete 
their risk assessment. An enhanced 
risk assessment process may lead to 

additional testing in areas the auditors 
consider high risk. In addition, the 
service organization should ensure it 
has a proper risk assessment process 
in place, and should be prepared to 
provide evidence of the process and 
the methodology to the auditors upon 
request.

WHAT THIS MEANS FOR  
Subservice Organizations  

This change may not have a direct 
impact on the subservice organization 
other than through its own SOC audit, 
should it elect to have one.  

WHAT THIS MEANS FOR  
Service Auditors  

Service auditors will likely feel the 
greatest impact from this change as 
they will now be required to conduct 
and document their risk assessment of 
the entity under audit, if they are not 
already doing so. To meet this require-
ment, service auditors may need to 
expand their planning procedures 
to obtain a sufficient understanding 
of the entity to conduct their risk 
assessment. In addition, the results 
of the risk assessment may change 
or increase the test procedures to be 
performed.  

Key Change #4: Written 
Assertion Requirement

A written assertion from service 
organizat ion management is 
nothing new; both SSAE 16 and 
SSAE 18 require management to 
assert in writing that its description 
of the system is fairly presented. 
The primary change instituted by 
SSAE 18 is that the written assertion 
must include more information about 
the relationship between the service 
and subservice organizations, as well 
as the service organization and the 
user entity. SSAE 18 AT-C Section 
320, Exhibit B, provides the revised 
content for management’s written 
assertions for both SOC 1 and SOC 
2 reports.

Organizations that use a carve-out 
method for their subservice organiza-
tions are now required to include a 
paragraph identifying the type of 
service provided by the subservice 
organization and state that control 
objectives in the description can only 
be achieved if certain CSOCs are 
adequately designed and operating 
effectively.6 The revised assertion 
also requires management include a 
statement that certain control objec-
tives specified in the description can 
be achieved only if CUECs assumed 
in the design of the organization’s 
controls are suitably designed and 
operating effectively. Requiring 
management to discuss CSOCs and 
CUECs in their written assertion 
better delineates which controls 
management assumes responsibility 
for and which controls are included 
in their description.  

WHAT THIS MEANS FOR  
Service Organizations  

Service organizations will need to 
clearly define CSOCs and CUECs in 
their description and be prepared to 
provide a written assertion related to 
that description.  

36   JOURNAL OF GOVERNMENT FINANCIAL MANAGEMENT SUMMER 2017



WORKING TOGETHER 
yields progress

www.cottoncpa.com
703.836.6701

Cotton & Company values teamwork. We believe in the importance of 
developing positive working relationships with our clients and with each 
other, ultimately providing high-quality audit, accounting, information 
technology, and consulting services that meet your organization needs. 
Find out how we can benefit your organization.

WHAT THIS MEANS FOR  
Subservice Organizations  

This change should not affect 
subservice organizations other 
than the requirement to implement 
CSOCs. 

WHAT THIS MEANS FOR  
Service Auditors 

Service auditors will need to 
ensure that written assurances 
from management are appropri-
ately drafted in accordance with the 
revised standard.  

Conclusion
SSAE 18 does not substantially 

change the requirements of SSAE 16; 
rather, it builds upon it to create 
simplified, more comprehensive 
guidance for service organizations, 
subservice organizations and their 

auditors. It provides these entities 
with additional guidance related to 
certain key areas that SSAE 16 did 
not explicitly address, particularly the 
management of subservice organiza-
tions. Closing the gap on subservice 
provider management will result in 
more reliable, consistent reports for 
user organizations and their auditors.  
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