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P
romoting integrity and accountability is a 
challenge for many federal, state and local 
government agencies. For agencies, such as 
the U.S. Agency for International Develop-
ment (USAID), that operate in some of the 

most remote and dangerous locations throughout 
the world, ensuring taxpayer funds are being used 
in ways that promote USAID’s mission can be espe-
cially challenging. 

USAID is an independent federal agency, 
and one of the largest foreign aid 

agencies in the country, with over 
$13.8 billion in total obligations in 

FY 2016.1 USAID’s mission is “to end 
extreme poverty and promote resilient, 

democratic societies while advancing 
our security and prosperity.” USAID is 

guided by seven core values, one of which 
is “Integrity,” which states, “We are honest 

and transparent, accountable for our efforts, 
and maintain a consistently high moral 

standard.”
USAID fulfills its mission through partner-

ships with nongovernmental organizations 
(NGOs) and governments throughout the 

world. As of 2017, USAID carries out projects 

in more than 100 countries, including global health 
projects, food security, energy, education, gover-
nance and humanitarian assistance.

Operating in such a complex, dispersed 
environment presents unique challenges related 
to encouraging ethics, honesty and integrity in 
the U.S. and abroad.

Challenge 1: Ensuring goods and 
services reach the beneficiary level

Although most USAID missions are located in 
major cities with adequate infrastructure, commu-
nication and relative safety, many project sites 
are located far from the capital, in very remote 
parts of the country. This makes verification of 
service delivery uniquely challenging. Whereas 
an organization whose operations are entirely 
domestic or local requires a drive of an hour or 
two to verify that the services paid for with federal 
funds were actually provided, USAID employees 
and implementing partners need to travel to 
remote, sometimes dangerous areas to determine 
whether goods or services reached the intended 
beneficiaries. Activities such as agricultural 
initiatives and HIV/AIDS programs often occur in 
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rural communities 
where travel is 
difficult and time-
consuming. However, 
to ensure that U.S. 
government f unds are spent in 
accordance with federal laws and 
regulations, there needs to be some 
level of verification. Without it, funds 
intended to benefit targeted recipi-
ents, such as HIV/AIDS prevention 
in a rural community, could end 
up in an unethical organization’s 
pocket, leaving beneficiaries without 
the intended services and USAID’s 
reputation at risk. In many countries, 
travel to project locations can also be 
dangerous, especially for an Amer-
ican or third-country national. This 
may be due to war, instability of the 
local government or anti-American 
sentiment.

In 2015, 287 workers from inter-
national aid organizations were 
victims of major attacks worldwide, 
of whom 109 were killed and 68 were 
kidnapped.2 One of the more recent 
and well-known attacks happened in 
April 2016, when a project manage-
ment assistant in USAID’s Democ-
racy and Governance office, Xulhaz 
Mannan, and his friend were brutally 
murdered in their Dhaka, Bangladesh, 
apartment by religious extremists.

In addition to accessibility and 
safety concerns, USAID conducts 
operations to carry out its mission 
in approximately 29 non-presence 
countries. Such is the case in Somalia, 
where USAID implements agricul-
tural, human rights and education 
programs, but has no in-country office 
due to violence and safety concerns 

internal controls 
or has other situ-

ations that would 
increase the risk of 

acting unethically or 
irresponsibly.

After the agreement is awarded 
and project activities are underway, 
USAID must verify funds are being 
used for their intended purpose. This 
often requires travel to project sites to 
physically observe project activities 
and management. When travel is 
required to areas that are unsafe for 
American personnel, USAID relies 
on FSNs. Many of these individuals 
are from nearby communities and 
can move around less conspicuously 
in areas where it would be unsafe for 
many Americans. Also, many NGOs 
have had a presence in the project 
areas for years, which allows them 
a level of familiarity within the area 
they operate. They know which areas 
are unsafe to travel, which individuals 
or businesses are unethical, and any 
risks specific to that area.

Challenge 2: Educating 
partners on ethical standards

Acceptable business norms vary 
from culture to culture. What is 
acceptable business practice in one 
country is frowned upon, or may 
even be illegal, in another. In the 
U.S., bribery is prohibited by law;4 
however, in some countries the 
payment of bribes is expected and 
just another cost of doing business. 
For example, data from the World 
Bank shows that in 2016, 64.7 percent 
of firms in Cambodia experienced 
at least one bribe payment request.5 
In Cameroon and Mali, rates were 
33.7 percent and 26.7 percent, respec-
tively. In countries where corruption 
is widespread or even expected, how 
does USAID ensure that taxpayer 

in its capital, 
Mogadishu. Instead, 
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personnel operate out 
of the U.S. Embassy 
to Somalia located in 
Nairobi, Kenya, and must 
depend on implementing 
partners and foreign-

service nationals (FSNs) to carry 
out the mission.

With such large distances and 
barriers to project assessment and 
verification, how does USAID ensure 
that funds are being used honestly 
and in congruence with USAID’s 
mission?

USAID best practices
To address the difficulties in 

accessing many of the project sites, 
USAID often relies on NGOs as imple-
menting partners. These organiza-
tions are authorized to draw down 
federal funds and are responsible for 
carrying out program activities and 
reporting results back to USAID. Prior 
to giving an award to an organiza-
tion, USAID conducts a pre-award risk 
assessment. During this assessment, 
the USAID agreement officer (AO) 
evaluates the risks posed by the appli-
cant by considering factors such as 
the financial stability of the NGO, the 
quality of management systems, the 
NGO’s history in managing federal 
awards, results of prior audit reports, 
and the NGO’s ability to effectively 
implement statutory and regulatory 
requirements. In certain instances, 
the AO may conduct a pre-award 
survey to examine the NGO’s system 
to determine whether the applicant 
has effective systems in place to 
manage the agreement.3 This risk 
evaluation helps USAID determine 
whether the NGO has a history of 
unethical behavior, lacks proper 
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money is spent honestly, respon-
sibly and in accordance with federal 
requirements? To illustrate, USAID 
has worldwide projects related to 
the prevention and treatment of 
HIV/AIDS through grants issued 
under the President’s Emergency Plan 
for AIDS Relief (PEPFAR). Some of 
the services provided under PEPFAR 
require employees or partner orga-
nizations to distribute HIV/AIDS 
medicine to patients free of charge. 
In countries where corruption is high, 
how does management prevent indi-
viduals distributing those medicines 
from charging a fee under the table 
or from stealing vials to sell on the 
black market?

USAID employees are not allowed 
to benefit from the services they 
provide, but many cultures don’t 
see this type of practice as unethical. 
If someone acting on behalf of the 
USAID charges fees or accepts gifts 
for performing their required duties, 
it could damage USAID’s image 
around the world. The challenge 
USAID faces is how to prevent such 

activities and communicate the 
importance of acceptable behavior to 
employees, contractors and partner 
organizations in a way they will 
understand.

USAID best practices
USAID recognizes that the tone 

at the top sets the standard for what 
is and is not acceptable within its 
organization. If management, either 
at the agency level or at the mission 
level, is not fully vested in following 
ethical business practices, that atti-
tude will permeate the organization. 
To reinforce honesty and ethical 
decision-making at all levels of the 
agency, USAID provides mandatory 
ethics training that emphasizes the 
importance of ethical behavior, and 
what is and is not acceptable by USAID 
standards.

In addition to the overall tone of 
the organization and its leadership, 
USAID requires certain internal 
controls be implemented at all 
levels of the organization to prevent 

and detect instances of unethical 
behavior. Examples include requiring 
supervisor sign-off prior to the 
disbursement of funds, regular inven-
tory counts, and sound information 
systems controls, such as physical and 
logical access controls.

USAID also seeks to reduce risk 
by eliminating cash payments, to 
the greatest extent possible. Many 
communities in which USAID oper-
ates do not have a bank branch or easy 
access to traditional banking options. 
For example, in sub-Saharan Africa, 
only 29 percent of individuals held 
an account in a traditional financial 
institution in 2015.6 Before electronic 
banking and smartphones became 
prevalent, USAID would need to 
disburse funds to these unbanked 
implementing partners and benefi-
ciaries in cash.

The disbursement of cash presents 
a variety of risks, including the risk 
that funds were not distributed to the 
correct recipient, the risk that funds 
could be stolen or mismanaged, and 
even the risk of bodily harm when 

WINTER 2017–18 JOURNAL OF GOVERNMENT FINANCIAL MANAGEMENT   33



traveling with large amounts of 
cash. To address these risks, USAID 
promotes the use of “mobile 
money” technology for many of its 
recipients. This allows recipients 
to send and receive money on 
their mobile phones without 
many of the risks associated 
with cash. When mobile money 
is used for payroll payments 
to FSNs, it also serves as an 
effective tool for preventing 
and detecting ghost employees.

In addition, USAID regularly visits 
mission sites and performs assessments 
of the financial internal controls 
implemented at each site to prevent 
waste, fraud, and abuse of resources. 
Should any unethical behavior be 
uncovered, that information is used 
to educate management and staff. For 
instance, in 2011 a USAID controller in 
Armenia was found to have diverted 
monies owed to the U.S. government 
pursuant to an agreement associated 
with USAID’s Development Credit 
Authority activities. The controller 
had directed a USAID recipient bank 
to send the funds to his personal bank 
account instead of using them for their 
intended purpose. The embezzlement 
came to light as a result of internal 
controls in place and is used as an 
example during training conducted on 
internal controls and ethical behavior.

Challenge 3: Implementing 
a robust ERM program that 
addresses USAID’s diverse 
risks

In July 2016, OMB expanded 
Circular No. A-123 to include enter-
prise risk management (ERM). ERM 
deals with identifying, assessing 
and managing risks. The objective 
of ERM is to provide an enterprise-
wide, strategically aligned portfolio 
view of organizational challenges 
that offers better insight about how 
to most effectively prioritize resource 
allocations to ensure successful 
mission delivery.

USAID has several challenges 
related to ERM implementation and 
the new A-123 guidance. One of the 
key aspects of the new A-123 is the 
focus on an enterprise-wide view of 
risk and risk management. Specifically, 
this means looking at risk across the 
whole enterprise instead of silos, 

ensuring 
that the view of risk 
and risk appetite are 
uniform across units, and encouraging 
the elevation of identified risks up the 
chain of command.

While each business unit may 
have a thorough understanding 
of risks within its unit or location, 
the challenge is how to tie that into 
an enterprise-wide approach to 
risk. With an in-country presence 
in 87 countries, and more than 
20 bureaus and offices here in the 
United States,7 incorporating unit or 
location-level risks into an enterprise-
wide risk management framework is 
especially difficult because risks can 
vary between locations and offices. 
For instance, the risks of corruption 
and misappropriation of funds 
are much greater in a politically 
unstable environment, such as Iraq 
or Syria, than in U.S.-based bureaus 
and offices that do not have any 
overseas operations. Likewise, other 
tangential risks are likely to have an 
immediate impact in certain U.S.-
based bureaus and offices.

Although USAID’s risk appetite is 
set by the most senior-level leadership, 
the challenge is how to ensure that 
risk tolerance is consistent between 
offices, bureaus and locations. The 
assessment of risk tolerance at the 
office, bureau or mission level should 
be in sync with USAID’s enterprise-
wide risk appetite. If risk tolerance 
is too low, and you don’t take risks, 
you lose out on opportunities for 
improved results and efficiencies. 
However, if risk tolerance is too high, 
you may be putting agency reputa-
tion and taxpayer money at risk. This 
outcome could result in a loss of trust 
from the public. The objective is to 
find that balance and communicate 
it effectively throughout the agency.

Another challenge is how to 
encourage people to elevate 
identified risks up to top-level 
management. Managers at 
the bureau, office or mission 
level are often involved in risk 
management only for their 
respective units, and tend to deal 
with risks in isolation instead of 
as an enterprise. If they address 
risks only at this level, senior 
leadership might not be fully 
aware of risks identified at the 
lower levels.

Often managers are reluctant to 
elevate risks due to fear of repercus-
sions. How does USAID address 
these concerns to encourage open 
communication of risks at all levels?

USAID best practices
Since many of USAID’s biggest 

risks are identified at the mission 
and office levels by individuals 
who are integrally involved in 
day-to-day operations, USAID 
designed its ERM structure to include 
input from those units. The most 
important risks are raised through 
successive management levels in the 
organization to determine which 
risks are enterprise-wide.

The process begins at the Assess-
able Unit (AU) level (e.g., missions, 
offices and bureaus). Each AU 
looks at the risk at a local level 
and determines what is significant 
enough to report up to the next 
level of management, which deter-
mines the risks significant enough 
to raise to the Risk Management 
Council (RMC). The RMC comprises 
approximately 20 members of senior 
leadership, including deputy assis-
tant administrators; office directors 
for independent offices; and depu-
ties for the chief financial officer, 
chief information officer and chief 
acquisition officer. The RMC makes 
recommendations to the Executive 
Management Council on Risk and 
Internal Control (EMCRIC), which 
is made up of political appointees 
such as assistant administrators 
and career statutory officers. The 
EMCRIC provides suggestions to the 
administrator regarding the biggest 
programmatic and financial risks to 
USAID, as well as recommendations 
to address these risks.
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An ERM approach is essential to 
keep senior leadership cognizant of 
risks in their organization. A mature 
ERM program provides lower-level 
management with a formal avenue 
via which to escalate risk up the 
management chain for awareness and/
or action. Without an ERM process, 
risk could go unnoticed by senior 
leadership and could potentially cause 
damage to the reputation of the agency. 
For example, a major contractor used 
by the agency to deliver products and 
services was the subject of a major 
news story. Unfortunately, the news 
story was not favorable and revealed 
areas that could have been mitigated 
by the agency if the issue had been 
brought before the RMC, thereby 
avoiding the need for damage control.

Conclusion
USAID’s diverse organizational 

structure presents a unique set of 
challenges that agency management 
must address to ensure the responsible 
use of taxpayer funds. However, there 
is more at stake than just money or 

reputation. Every dollar mismanaged, 
embezzled or fraudulently used takes 
away from funds that could be spent 
improving people’s lives around the 
world. Therefore, proper safeguards, 
training and a robust risk management 
process are essential to ensure that 
these funds are used for their intended 
purpose, and that these important 
services reach the individuals and 
communities who need them.  
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